This Page Is Inserted by IFW Operations 
and is not a part of the Official Record 

BEST AVAILABLE IMAGES 

Defective images within this document are accurate representations of 
the original documents submitted by the applicant. 

Defects in the images may include (but are not limited to): 

• BLACK BORDERS 

• TEXT CUT OFF AT TOP, BOTTOM OR SIDES 

• FADED TEXT 

• ILLEGIBLE TEXT 

• SKEWED/SLANTED IMAGES 

• COLORED PHOTOS 

• BLACK OR VERY BLACK AND WHITE DARK PHOTOS 

• GRAY SCALE DOCUMENTS 



IMAGES ARE BEST AVAILABLE COPY. 



As rescanning documents will not correct images, 
please do not report the images to the 
Image Problem Mailbox. 



Blakely, Sokoloff, Taylor & Zafman LLP (714) 557-3800 

Title: IP Delivery of Secure Digital Content 
1st Named Inventor: Brant L. Candelore 

Express Mail No.: EV387144370US Docket No.: 80398P252X2 

Sheet: 1 of 21 








' TELEVISION 
SET-TOP BOX 
MANUFACTURER - 1 


CONDITIONAL 

ACCESS 
SYSTEM -A 

1 — ■ 






Blakely, Sokoloff, Taylor & Zafman LLP (714) 557-3800 

Title: IP Delivery of Secure Digital Content 

1st Named Inventor: Brant L. Candelore orr*QRP?S2X2 
Express Mail No.: EV387144370US Docket No.. 80398P252X2 

Sheet: 2 of 21 




Blakely, Sokoloff. Taylor & Zafman LLP (714) 557-3800 

Title: IP Delivery of Secure Digital Content 

1st Named Inventor. Brant L. Candelore .... ftMQ( ,po«v 2 
Express Mail No.: EV387144370US Docket No.: 80398P252X2 
Sheet: 3 of 21 



TELEVISION ' 
SET-TOP BOX 
yiANUFACTURER - B 




PROPRIETARY 
CONDITIONAL 
ACCESS 
SYSTEM -B 









CO 

CD 



Biakely, Sokoloff, Taylor & Zafman LLP (714) 557-3800 

Title: IP Delivery of Secure Digital Content 
1st Named Inventor: Brant L. Candelore 

Express Mail No.: EV387144370US Docket No.: 80398P252X2 

Sheet: 4 of 21 



NEXT PACKET 




YES 



250 



NO 



FIG. 4 



254 



258 



INSERT INTO 

OUTPUT 
" STREAM 



outputL 

STREAM 



PACKET 
ENCRYPTION 
A 



PACKET 
ENCRYPTION 
B 



262 

-h 



EA 



EB 



Secondary PID 



264 



REMAP PID 



CC 



EA 



A- 



EB C 



Primary PID 



Primary PID 



NEXT 
PACKET 



YES 



DROP 
PACKET 




NO 



NO 




SEND " 
PACKET TO 
DECODER 



FIG. 5 



Blakely.Sokoloff. Taylor &Zafman LLP (714)557-3800 
Title- IP Delivery of Secure Digital Content 



Sheet: 5 of 21 




Blakely, Sokoloff. Taylor & Zafman LLP (714) 557-3800 

Title: IP Delivery of Secure Digital Content 
1st Named Inventor: Brant L. Candelore 

Express Mail No.: EV387144370US Docket No.: 80398P252X2 

Sheet: 6 of 21 



NEXT PACKET 




YES 



FIG. 7 



NO 



354 



350 



INSERT INTO 
OUTPUT 
STREAM 



OUTPUT 
STREAM 



358 



PACKET 
ENCRYPTION 
A 



PACKET 
ENCRYPTION 
B 



EA 



EB 



362 



~7 



Secondary PID 



C CC 



366 



REMAP PID 



EA 



EB 



— r 

Primary PID 



y \. 



y 



T 

Primary PID 




Blakely. Sokoloff, Taylor & Zafman LLP (714) 557-3800 
Title: IP Delivery of Secure Digital Content 

1st Named Inventor: Brant L. Candelore Qrv*QAP9*2X2 
Express Mail No.: EV387144370US Docket No.. 80398P252X2 

Sheet: 7 of 21 




r> ^ c i i d (714) 557-3800 

Blakely, Sokoloff. Taylor & Zafman LLP < I 

Title- IP Delivery of Secure Digital Content 

l£*2X^£Sb£5S~ °— «««. 

Sheet: 8 of 21 




Blakely. Sokoloff. Taylor & Zafman LLP (714) 557-3800 

Title: IP Delivery of Secure Digital Content 

1st Named Inventor. Brant L. Candelore nmq8P252X2 
Express Mail No.. EV387144370US Docket No.. 80398P252X^ 

Sheet: 9 of 21 





CD 
EC 



Blakely. Sokoloff. Taylor & Zafman LLP (714) 557-3800 
Title: IP Delivery of Secure Digital Content 

1st Named Inventor: Brant L. Candelore Qrv*QAP9^2X2 
Express Mail No.: EV387144370US Docket No.. 80398P252X2 

Sheet: 10 of 21 




CM 



£R 


QAM 

MOD. 


S3 




MULTIPI 
714-^ 


LEGACY 
CABLE 
SCRAMBLER 



8 



CM 

EC 



o 




Blakely, Sokoloff. Taylor & Zafman LLP (714) 557-3800 

Title: IP Delivery of Secure Digital Content 

1st Named Inventor: Brant L. Candelore omoRPJWX? 
Express Mail No.: EV387144370US Docket No.: 80398P252X2 

Sheet. 11 of 21 



806 







r 






RECEIVE 
FEED 








r 




DESCRAMBLE 



FIG. 13 



I 



810 



814 



SELECT PACKETS FOR 
DUAL ENCRYPTION 



800 



DUPLICATE SELECTED 
PACKETS AND REMAP 
SELECTED PACKETS TO TWO 
NEWPIDS 



818 



822 



DUAL ENCRYPT REMAPPED 
PACKETS ACCORDING TO 
PID 



REMAP CLEAR PACKETS TO 
SAME PID AS LEGACY 
ENCRYPTED PACKETS 



T 



826 



z, c ' 1 1 n (714) 557-3800 

Blakely.Sokoloff, Taylor &Zaf man LLP I 
Title- IP Delivery of Secure Digital Content 

^^^^^^S^hSSSt^ Docket No.: 80398P252X2 



1«5t Namea nvemur. Diam w-..-- 
Express Mail No.: EV387144370US 
Sheet: 12 of 21 



CM 




1 



o 

£ _ 

■■3 S 


BUFFER 
(SOURCE) 


nified P 
hitectu 






RAM (U 
Arc 


BUFFER 
(FILL) 



CD 



1. 



Ql 

o 




5: 



< 



Blakeiy, Sokoloff. Taylor & Zafman LLP (714) 557-3800 

Title: IP Delivery of Secure Digital Content 

1st Named Inventor: Brant L. Candelore arv*QRP?52X2 
Express Mail No.: EV387144370US Docket No.. 80398P252X2 

Sheet: 13 of 21 




Blakely. Sokoloff, Taylor & Zafman LLP (7 14) 557.38OO 

Title: IP Delivery of Secure Digital Content ' 
1st Named Inventor: Brant L. Candelore 

IhX SS 14of21°' : EV387144370US Docket No.: 80398P252X2 




CM 



1 



0 

E _ 

if 


BUFFER 
(SOURCE) 








11 








RAM < 
A 


BUFFER 
(FILL) 



Blakely, Sokoloff, Taylor & Zafman LLP (714) 557-3800 

Title: IP Delivery of Secure Digital Content 
1st Named Inventor: Brant L. Candelore 

Express Mail No.: EV387144370US Docket No.: '80398P252X2 

Sheet: 15 of 21 




Blakely, Sokoloff, Taylor & Zafman LLP (714) 557-3800 

Title: IP Delivery of Secure Digital Content 

1st Named Inventor: Brant L. Candelore Qn <xaaoow> 
Express Mail No.: EV387144370US Docket No.: 80398P252X2 

Sheet: 16 of 21 




Blakely, Sokoloff, Taylor & Zafman LLP 
Title: jP Delivery of Secure Digital Content 
1st Named Inventor: Brant L. Candelore 
Express Mail No.: EV387144370US 
Sheet: 17 of 21 



(714) 557-3800 



Docket No.: 80398P252X2 



Si 

g. On 



As 



f 



q 

Q. 

cd 

LU 
CL 



O 
0) 



J2 

o 

CL 



CO 



8 



V 



o 

CL 

o 

LU 
CL 



^ CM 

& a. 



O _ — 

CD 12 o 2 

LJJ > (0 

CL Q- 



0) 

I d 

CL 



a 



V 



9 

Q_ 
CD 



CM 



m O 
CO 

TO 

CL Q. 



CO 

9 

0l 
CD 



4g 

03 



2 

O 
CO 
CL 



CM 

9 

CL 

CD 

LU 
CL 



g 



3 

O 
03 
CL 



O 
CO 



fl 



° I 5 § 

UJ ^ 03 ^ 
CL OL 



_L ^| 



7 



Blakely. Sokoloff, Taylor & Zafman LLP (714) 557-3800 

Title: IP Delivery of Secure Digital Content 
1st Named Inventor: Brant L. Candelore 

Express Mail No.: EV387144370US Docket No.: 80398P252X2 

Sheet: 18 of 21 



s 



s; 













1115 




Version 1111 


Length 1112 


Protocol 1113 




Source Address V 


Destination Address 


Padding im 



Blakely, Sokoloff, Taylor & Zafman LLP (714) 557-3800 

Title: IP Delivery of Secure Digital Content 

1st Named Inventor: Brant L. Candelore on<*oftP9R9X9 
Express Mail No.: EV387144370US Docket No.: 80398P252X2 

Sheet: 19 of 21 



On 



I 

C 

J 

•i 

§L 

CO 

c 
£5 



col 



I 



eg 

CO 



-o' 

CO 

o 

Q- 











)riority 


^* 




isport f 


PID 


trar 





CO 



8 

D) 
.C 

25 

E 

2 
o 

CO 
CO 

c 

CD 



e 

c 

8 

0) 



CL 



col 



c 

C 

8 



Blakely, Sokoloff, Taylor & Zafman LLP (714) 557-3800 

Title: IP Delivery of Secure Digital Content 
1st Named Inventor: Brant L. Candelore 

Express Mail No.: EV387144370US Docket No.: 80398P252X2 

Sheet: 20 of 21 



CO 



T3 

CD 



8 



CD 

^ CD 
CM 

8 

[21 



o 

CO 
CL 

CO 



^ CD ® 
9 O ^ 

0- Jj 
o. 




9 

Q- 

O 
LU 
Q_ 



g 

CL 

o 

LU 
fX 
2 



CN 

9 

Q- 

© 
LU 
CL 

2 



■4— « 

o 

CO 
CL 



CO. 



O ^ 

LU CO 1 



LU CO 

a. Q- 



co 



£ 1 

s IS 

> to 

0 D_ 



CO 



i I 



Q CM 

uj ^ — 1 



CO 
CL 



^ 8 i g 1 

o s o £ 

UJ > CO ^ 

CL w 0. 



CD 



On 



J 



8 



Blakely, Sokoloff, Taylor & Zafman LLP (714) 557-3800 

Title: IP Delivery xrf Secure Digital Content 

1st Named Inventor: Brant L. Candelore 

Express Mail No.: EV387144370US Docket No.: 80398P252X2 
Sheet: 21 of 21 



f 



O 

LU 
CL 



CD 

CO O 

—I CL 

co £ 

£ £ 



o 

CD 



o 

LU 

Q_ 

2 
o 
z 

1— 

(1) ^— * 

CO o 

J Q. O 
CO c -§ 



© 

CO 
CD 

-D .2 



<3> 
"O 
CO 
CD 

S CO "T O 

s 1 % a 



CD 

T3 

CD 

X 



a 
A 



o 

CL 

CO 

c 

CO 
>*— • 

o 

LU 
Q. 



CO 



CO 
LU 
CL 



O 
CO 



8. 

CO 

c 

CO 

o 

LU 
CL 



CO 



CO 
LU 
CL 



O 

CD 

■g 




V 



CD 

13 SI 

5 d 



§ ^ 



